1. To verify that your ECA Medium Assurance Files properly downloaded, open your Files Explorer Screen (if you do NOT have the below
icon on your taskbar, then search for Files Explorer in the Search Box next to your Start Button [this is a search within your computer,
not on the Internet]).
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2. Within the Files Explorer Screen, you should see two .p12 files listed in your Downloads Folder/Section. If your computer does NOT
show file extensions, then look for the File Types to be Personal Information Exchange.
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The two certificates will appear as downloaded .p12 files (or file type of Personal Information Exchange).
Please notice the filenames will be youremailaddress_id_yourcertificaterequestnumber.p12 for the identity
certificate AND youremailaddress_enc_yourcertificaterequestnumber.p12 for the encryption certificate.

Please notice the gold key symbol superimposed in the bottom, right-hand corner of the icon in front of those
lines.
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3. Youimmediately need to save backup copies of BOTH of these files to an external network drive (outside of your C: Drive) or flashdrive

for operational purposes. These backup files along with the password you assigned to them will allow you to recover the certificates if
your computer crashes.
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Save them to your folder on the network drive in this case. If you use a flashdrive/thumbdrive, make sure that you follow the safe

ejection procedure before disconnecting the flashdrive/thumbdrive from the computer.
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5. Next, you need to import them into the Windows Certificate Store to be able to use them in the browsers and with your applications.
Access the Microsoft Management Console (MMC) for your profile on this PC (you may need admin permissions from your IT
Department to do this).
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6. You should get a User Account Control Screen that will ask you if you want to allow this app to make changes to your device; it will have
Microsoft Management Console listed. Click ‘Yes’ to open up the MMC for your profile on your PC.

7. You should then get the Console 1 — Console Root Screen below. Click on the word ‘File’ in the Menu Bar.
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Select ‘Add/Remove Snap-in’ from the list.
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9. Then, in the Add or Remove Snap-ins Screen, go the Available Snap-ins Side, select the word ‘Certificates’ to highlight it in blue, and click
on the ‘Add’ Button.
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10. You should get a Certificates snap-in screen with ‘My user account’ selected. Leave it on that selection and click the ‘Finish’ Button.
(Some of you may not get this screen; instead, the computer will jump to the screen on the next page.)
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11. You will then get a ‘Certificates — Current User’ Line on the Selected Snap-ins Side. Click the ‘OK’ Button.
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12. You should then come back to the main Console 1 — Console Root Screen with the ‘Certificates — Current User’ Line under the Console
Root Folder in the left-side window pane. Click on the arrow or hash mark in front of that line to display the list of folders within that

group.
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13. Open up the Personal Folder by clicking on the arrow or hash mark (blue outlined box) and then the Certificates Sub-Folder (double-click
the left mouse button in the red box) if there is one. If there is NO Certificates Sub-Folder, then highlight the Personal Folder by clicking
on it.
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14. Next, start the procedure to import the identity certificate from the Downloads Folder/Section of your PC. In the menu bar select
‘Action,’ then ‘All Tasks,” and ‘Import.’

Other Things

Consolel - [Console Root\Certificates - Current User\Personal\Certificates]

n ew Favorites  Window Help

> Request New Certificate...
New Window from Here Issued By Expiration Date  Intended Purposes Friendly Name Status  Certi | Actions

Advanced Operations . MS-Organization-Access 11/15/2031 Client Authentication Certificates

New Taskpad View...

More Actions
Refresh

Export List...

| Help

MTTvE pITETTOTy USEr DT
| Trusted Publishers

| Untrusted Certificates

_| Third-Party Root Certification Authorities
| Trusted People

_ Client Authentication |ssuers

| Other People

_ Local NonRemovable Certificates

| Certificate Enrollment Requests

" Smart Card Trusted Roots

Add a certificate to a store

Orders

£ Type here to search P userarea () u - r@ =) ) w8 suence Emaiks.. #) oz . a =« Certificate.. P™ Consolel - [Co..




15. Select ‘Next’ on the Welcome to the Certificate Import Wizard Screen that opens up.
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16. Click on the ‘Browse’ Button in the File to Import Screen.

Other Things
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17. Select the Downloads Folder/Section in the Files Explorer Screen and then change the file format in the bottom, right-hand corner of the
screen from X.509 Certificate to Personal Information Exchange.

Other Things
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18. Select the certificate file that has ‘id’ in it so that it appears in the blank File name box at the bottom. Then, select the ‘Open’ Button.
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19. You will see the following screen. Select the ‘Next’ Button.

File

e

Action  View Favorites Window

lzmBldE HE

= Con:

sole Root

v [ Certificates - Current User

v

| Personal
) Certificates

“ Trusted Root Certification Authorities

| Enterprise Trust

1 Intermediste Certification Authorities

= Active Directory User Object

| Trusted Publishers

“ Untrusted Certificates

“ Third-Party Roct Certification Authorities

| Trusted People

| Client Authentication Issuers

“| Other People

| Local NonRemovable Certificates

“ Certificate Enrollment Requests

= Smart Card Trusted Roots

lssued To
2 1172ac0ba-2ad1-4507-30

«

Issued By Expiration Date

£+ Certificate Import Wizard

File to Import
Specfy the file you want to import,

File name:

Intended Purposes  Friendly Name Status

X

C:\Users yussor \Downloads\eauthra @orc.com_id_15.p12

| [orowse...

Note: More than one certificate can be stored in a single file in the folowing formats:

Personal Information Exchange- PKCS #12 {{PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certficates (.P78)

Microsoft Serialized Certificate Store (,SST)

Cancel

Certi

Actions
Certificates

More Actions

Personal

O Type here to search

store contains 1 certificate.

> B oecAlsu. 80 = r@ € M wHisunceE.

T .\':nessa M...

BN consolel -...




20. You will see the following screen, with the exception of the open Notepad File. Open up the Notepad File with the password that you
assigned to those certificate download files during the download process while you were logged into your account at our site, highlight it
in the Notepad File, and put it in the copy queue (ctrl button + C; or right-click the mouse button on the highlighted password and select
‘Copy’). Do NOT use ‘yourpassword’ as the certificate password!
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21. Next, paste your password into the ‘Password’ Box in the Certificate Import Wizard Screen (you can check to see if it is correct by
checking the ‘Display Password’ Box). Also, check the first, second, and fourth boxes under ‘Import options.” Then, click ‘Next.’
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22. You should see the following screen. ‘Place all certificates in the following store’ should be selected, and the ‘Certificate store’ Box
should have the word ‘Personal’ in it. Click ‘Next.’
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23. Click ‘Finish’ on the ‘Completing the Certificate Import Wizard’ Screen.
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24. Select the ‘Set Security Level’ Button.
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25. Select the Radio Button for ‘High’ and click ‘Next.’
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7| Trusted Publishers
7] Untrusted Certificates
| Third-Party Root Certification Authorities
7| Trusted People
7] Client Authentication Issuers
“| Other People
7| Local NonRemovable Certificates
“| Certificate Enrollment Requests
“| Smart Card Trusted Roots

Q; 172ac9ba-8ad1-4f07-alce-e27b... MS-Organization-Access 11/15/2031

Expiration Date  Intended Purposes  Friendly Name
Client Authentication

Status

Choose s Security Level

Choose a securty level appropriate for this ftem

High
Request my pemission with a password when this
tem is to be used

O Medium
Request my pemission when this ftem is to be used.

Certil

O Type here to search

8 = F@ 6 M v WHisuance..  #9 Fi

Actions
Certificates
More Actions

oling ...

PN consolet...




26. Paste your password into the two blank boxes using the certificate password you typed into Notepad and click ‘Finish.’

‘@ File  Action View Favorites Window Help
e n@ ol BE
~| Console Raot Issued To Issued By Expiration Date  Intended Purposes  Friendly Name Status  Certi | Actions

v i Cj";“““" Current User 2:11722¢0b3-8ad1-4f07-a0ce-27b... MS-Organization-Access 11/15/2031 Client Authentication Certificates
v [ Persona
| Certficates More Actions
| Trusted Root Certification Authorities
| Enterprise Trust
| Intermediste Certification Authorities
| Active Directory User Object
| Trusted Publishers
| Untrusted Certificates
| Third-Party Root Certification Authorities Creste a Password
| Trusted People
| Client Authentication Issuers Creste a passwond to protect tis tem
| Other People
| Local NonRemovable Certificates
| Certificate Enrollment Requests
| Smart Card Trusted Roots

Create a new password for this tem

Passwordfor:  [CryptoAPl Private Key

Password:

Confirm:

O Type here to search < B - F@ a ) vsapp..  WH bssuance... f 8 Camline .. P® Consolet...



27. Then, click ‘OK.’

& co
@ File | Action View
|7

Favorites

EIRENES

Window  Help

| Console Roat
~ [ Certificates - Current User
v [ Personal
| Certificates

“| Trusted Root Certification Authorities
“| Enterprise Trust
] Intermediate Certification Authorities
“| Active Directory User Object
7| Trusted Publishers
7] Untrusted Certificates
| Third-Party Root Certification Authorities
7| Trusted People
7] Client Authentication Issuers
“| Other People
7| Local NonRemovable Certificates
“| Certificate Enrollment Requests
“| Smart Card Trusted Roots

Issued To

Q; 172acOba-8ad1-4f07-a0ce-e27b...

Issued By Expiration Date

11/15/2031

Intended Purposes

MS-Organization-Access Client Authentication

Friendly Name

Importing a new private exchange key

An application is creating a Protected item

CryptoAPI Private Key

Securiy level set o High

Set Securty Level

Cancel

Details

Status

Certil

O Type here to search

Actions
Certificates
More Actions

oling ...

PN consolet...




28. You should get the following response. Click ‘OK.’

& co #\Cert
‘@ File  Action View Favorites Window Help
e aE0ld:

~| Console Raot Issued To Issued By Expiration Date  Intended Purposes  Friendly Name Status  Certi | Actions

v & CKE";“C“ES" Current User #]172acOba-Badl1-4f07-a0ce-e27b... MS-Organization-Access 11/15/2031 Client Authentication Certificates
v [ Personal

| Certificates Mere Actions
1 Trusted Root Certification Authorities
1 Enterprise Trust
1 Intermediate Certification Authorities
1 Active Directory User Object
71 Trusted Publishers
71 Untrusted Certificates
| Third-Party Root Certification Authorities
71 Trusted People
71 Client Authentication Issuers
| Other People
71 Local NonRemovable Certificates
71 Certificate Enrollment Requests

“| Smart Card Trusted Roots
The import was successful

Certificate Import Wizard

P Type here to search : sline.. P Consolel...




29. You will see your identity certificate in the Certificates Sub-Folder of the Personal Folder in the Windows Certificate Store. Notice the

gold key symbol on the left edge of the certificate icon at beginning of the line. You may get extra trust chain certificates to appear
along with it in that Center Pane; just ignore them.

Consolel - [Console Root\Certificates - Current User\Personal\Certificates]

Trusted Root Certification Authorities
Enterprise Trust

_| Intermediate Certification Authorities
~| Active Directory User Object

| Trusted Publishers

~| Untrusted Certificates

~| Third-Party Root Certification Authorities
| Trusted People

~| Client Authentication lssuers

| Other People

~| Local NenRemovable Certificates

~| Certificate Enrollment Requests

~| Srmart Card Trusted Roots

File  Action View Favorites Window  Help
e=|7nFE alc=  HE
| Console Root Issued To - Issued By Expiration Date Intended Purposes
v & C__e"‘;f"atesl' Current User F211725c0ba-Bad]-4f07-a0ce-e27b3fa67212 MS-Organization—fecase— 11/15/2031 Client Authentication
¥ srsgr:r 0 ?af_russo.richard.m.‘u‘.ORCB‘DE‘DDDDm3.ID IWidePointECAEDE\r I 2/19/2025 Client Authenticati.|.
| ertmicates

Your NEWLY issued certificates will say Issued By WidePoint ECA 8 and
NOT WidePoint ECA 8 Dev as the example above says!




30. Repeat the process for the encryption certificate. Re-highlight the Certificates Sub-Folder under the Personal Folder in the left margin.

ﬁ Consolel - [Console Root\ Certificates - Current User\Personal\Certificates] —

ﬁﬁlle Action  View Favortes  Window  Help

2 7E B8z HE

| Console Root Issued To Issued By Expiration Date  Intended Purposes Friendly N|| Actions

~ Gl Certificates - Current User #511722c0ba-8ad1-4F07-a0ce- e27b 3267312 M- Organization-Access 11/15/2031 Client Authentication Certificates

?ﬂrussn.richard‘m.V.ORCBOZOOODO‘I3.ID WidePoint ECA 8 Dev 2/19/2025 Client Authenticati... cn=russo. More Actions

| Trusted Root Certification Authorities
| Enterprise Trust

| Intermediate Certification Authorities
| Active Directory User Object

| Trusted Publishers

| Untrusted Certificates

| Third-Party Root Certification Authorities
| Trusted People

| Client Authentication Issuers

| Other People

| Local MonRemovable Certificates

| Certificate Enrollment Requests

| Smart Card Trusted Roots

Personal store contains 2 certificates.




31. Then, click on ‘Action’ in the Menu Bar, then click on ‘All Tasks’ in the list, and then click on the ‘Import’ Selection.

O Type here to search

Consolel - [Console Reot\Certificates - Current User\Personal\Certificates]

Favorites Window Help

> Certificate...

New Taskpad View..

Advanced Operations

fa67812

Refresh
Export List..

Help

T Y
| Trusted Publishers

| Untrusted Certificates

| Third-Party Root Certification Authorities
| Trusted People

7| Client Authentication lssuers

| Other People

| Local NonRemovable Certificates

7| Centificate Enrollment Requests

| Smart Card Trusted Roots

“T3lrussofichard.m.V.ORC

.ID

Issued By
MS-Crganization-Access
WidePoint ECA 8 Dev

Expiration Date
11/15/2031
271972025

Intended Purposes
Client Authentication
Client Authenticati...

Friendly || Actions
Certificates

cn=russo.|

Add a certificate to a store

T e EJBCAR...

More Actions

N console..

Desktc




32. Then select ‘Next’ on the ‘Certificate Import Wizard’ Screen.

=# Certificate lmport Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from wour disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Locaton

Current Liser

Local Machine

To continue, dick Next.

[ Plext ] Cancel




33. Select the ‘Browse’ Button on the ‘File to Import’ Screen.

—  L¥ Certificate Import Wizard

File to Import
Spedfy the file you want to import,

File name:
I

Mote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PECS #£12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates ((P7E)

Microsoft Serialized Certificate Store ((55T)

Mext Cancel



34.

Change file type from X.509 Certificate to Personal Information Exchange in the bottom, right-hand corner of the screen and then

highlight your new encryption certificate file.

ﬁ Open

Organize * Mew folder

£ This PC
_J 3D Objects
I Decktop
Documents
* Downloads
J‘ﬁ Music
[&] Pictures
B Vvideos
. Warehouse (orcfsvr) (W)
e 05(C)

|_ﬂ Metwark

File name:

I ‘ » This PC » Downloads

Mame

~ Last week (1)
Other Downloads

~ Earlier this year (2)

[ E- eauthra@orc.com_enc_13.p12 ]
E eauthra@orc.com_id_153.p12

U

Search Downloads 2

=~ 01 @

Select a file to preview,

>

7

~ | |Personal Information Exchangg ]

Open Cancel




35. When it appears in the ‘File name’ Box at the bottom of the screen, click on the ‘Open’ Button.

& Open x
A ‘ » This PC » Downloads v D Search Downloads el
Organize « Mew folder = O @
h - .v
E This PC Mame Date modified
) 3D Objects w Last week (1)
B Desktop Other Downloads 4/1/2022 7:22 Ph
Documents ~ Earlier this year (2)
¥ Downloads [ cauthra@orc.com_enc_15.p12 2/20/2022 5:40 P
J" Music E eauthra@orc.com_id_13.p12 2/20/2022 5:40 P No preview available.
=] Pictures
m Videos
. Warehouse (orcfsvr) (W)
e O5(C)
I:_" Metwork
v < >
[ File name: | eauthra@orc.com_enc_15.p12 o ] Personal Infermation Exchange
Open Cancel




36. When you go back to the ‘File to Import’ Screen below, click ‘Next.’

—  L¥ Certificate Import Wizard

File to Import
Spedfy the file you want to import,

File name:

C:\UsersirussoriDownloads\eauthra@orc,com_enc_15.p12 | E Browse... 1

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PECS #£12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates ((P7E)

Microsoft Serialized Certificate Store ((55T)

Mext Cancel



37. Paste your password from the Notepad File into the ‘Password’ Box. Check the first, second, and fourth ‘Import options’ Boxes. Then,
click ‘Next.’

—  L¥ Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

N
Password:

[] Display Password

Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

ﬂark this key as exportable. This will allow you to back up or transport your }
¥eys at a later time.

Protect private key using virtualized-based security(Mon-exportable)

Indude all extended properties.

Mext Cancel



38. Make sure the radio button for ‘Place all certificates in the following store’ is selected and that ‘Personal’ is in the ‘Certificate store’ Box.
Then, click ‘Next.’

—  L¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®)|Place all certificates in the following store:
Certificate store:

| Personal Browse...

Mext Cancel



39. Click ‘Next’ in the screen below.

—  L¥ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedified the following settings:

Certificate Store Selected by User JESESE]

Content PFX

File Mame C:Wsersrussor\Downloads\eauthra@orc, com_enc_
£ >

Einish Cancel




40. The ‘Importing a new private exchange key’ Screen will appear with the ‘Security level set to Medium.” Click on the ‘Set Security Level’
Button.

Impeorting a new private exchange key >

An application is creating a Protected item.

CryptoAP| Private Key

Security level set to Medium [ Set Security Level... ]

Cancel | Detaie.




41. Change the Security Level from Medium to High by selecting the top radio button.

Choose a Security Level *

Choose a security level appropriate for this tem.

High
@ﬁequest my permission with a password when this
item is to be used.

(®) Medium
Request my permission when this item is to be used.

< Back Next = Cancel




42. Then click ‘Next.’

Choose a Security Level *

Choose a security level appropriate for this tem.

Request my permission with a password when this
item is to be used.

i) Medium
Request my permission when this item is to be used.

< Back Next = Cancel




43. Paste your password into both boxes from the Notepad File and click ‘Finish.’

Create a Password >

Create a password to protect this tem.

Create a new password for this tem.

Password for; |[:r-_.rptuAP| Private Key |

Passwaord: |iilillii |

Corfirm: |lnlnlulllll-|u|| |

7

< Back Cancel




44. Security level will be set to High. Click ‘OK’ on the next screen.

Impeorting a new private exchange key >

An application is creating a Protected item.

CryptoAP| Private Key

[Sve.-1::1.|r1"r).r level set to High] | Set Security Level ... |

Cancel Details...




45. You should get the response that the import was successful. Click the ‘OK’ Button.

File | Action View Favorites Window Help
e smlol ks
“| Console Root ued To
~ Gl Certificates - Current User
~ [ Personal
" Certificates
" Trusted Root Certification Autharities
| Enterprise Trust
7| Intermediate Certification Authorities
| Active Directory User Object
| Trusted Publishers
| Untrusted Certificates
| Third-Party Root Certification Authorities Certificate Import Wizard
| Trusted People
7| Client Authentication lssuers

Issued By Expiration Date  Intended Purposes  Friendly Nam| | Actions
1172ac0ba-Bad1-4f07-abce-e27b3fab7812 MS-Organization-Access 1171572031 Client Authentication Certificates

Irusso.richard.m.V.ORC3020000013.1D WidePoint ECA 8 Dev 2/19/2025 Client Authenticati.. cn=russo.rich More Actions

1 Other People 0 The import was successful
] Local NenRemovable Certificates
_| Certificate Enroliment Requests

] Smart Card Trusted Roots

O Type here ta search > B oscAlsu. Revi.. P Consolel - ...




46. Your encryption certificate will appear in the Center Pane. You may get extra trust chain certificates to appear along with it in that
Center Pane; just ignore them.

Consclel - [Console Root\Certificates - Current User\Personal\Certificates]
File Action View Favorites Window Help

o= 25F = HE

- .
_| Console Root Issued To Issued By Expiration Date  Intended Purposes Friendly M
v ':_,E't;f"atesl' Current User 172acOba-8ad1-4f07-al0ce-e2Th3fab7812 MS-Organization-Access 11/15/2031 Client Authentication

» | | Fersomad o @= -

= . WidePoint ECASDE\!’. 2/19/2025 Secure Email russo.dichz
SRR N %] russo.richard.m.V.ORC3020000013.1D WidePoint ECA 8 Dev 2/18/2025 Client Authenticati... _cn=russo.
| Trusted Root Certification Authorities
| Enterprise Trust
~ Intermediate Certification Authorities
| Active Directory User Object
= Trusted Publishers Again, your NEWLY issued certificates will be Issued By WidePoint ECA 8 and

| Untrusted Certificates NOT by WidePoint ECA 8 Dev as the example above says!
| Third-Party Root Certification Authorities

| Trusted People

~ Client Authentication lssuers

| Other People

~ Local NonRemovable Certificates
| Certificate Enrollment Requests
~ Smart Card Trusted Roots




47. Next, select your identity certificate (Issued To ends in .ID).

o | PE 42 XE HE

% Consolel - [Console Rooth Certificates - Current User\Personal\Certificates]

ﬁEile Action  View Favorites  Window  Help

| Certificates
|| Trusted Root Certification Authorities
[ Enterprise Trust
| Intermediate Certification Authorities
[ Active Directory User Object
|| Trusted Publishers
71 Untrusted Certificates
[ Third-Party Root Certification Authorities
[ ] Trusted People
7] Client Authentication |ssuers
[ ] Other People
1 Local MonRemaowvable Certificates
|| Certificate Enrollment Requests
71 Smart Card Trusted Roots

WO W W W W W W W W WY W Y

usso.richard.m.V.ORC302 . WidePoint ECA 8 Dev

Client Authenticati...

[7] Console Root Issued To Issued By Expiration Date  Intended Purposes Friendly Mame
v s?":f'cate‘ |_ Current User F21172ac9ba-Bad1-4f07-alce-e2Tb3fab7812 MS-Organization-Access 11/15/2031 Client Authentication
Y [ Fersona %] russo.richard.m.V.ORC3020000012.Encrypt ~ WidePoint ECA 8 Dev 2/19/2025 Secure Email russo.richard.m.V.0...

cn=russo.richard.m...

2zl

&




48. Double-left click the mouse button on that identity certificate to open it up. Your screen should like this, except for Issued To, Issued By,
and Validity Dates.

n | Certificate =

General Details  Certification Path

g Certificate Information

This certificate is intended for the following purpose(s):

* Proves your identity to a remote computer
* Protects e-mail messages
¢ 2,16.540.1.101.3.2.1.12.4

Issued to: russo.richard.m.V.ORC3020000013.10 ] . ] . ]
Again, your certificate will say Issued By WidePoint

ECA 8 and NOT WidePoint ECA 8 Dev!!!
Issued by: [WidEPDint ECA & Dev

Valid from 2/20/2022 to 2/19/2025

ﬁ? You have a private key that corresponds to this certificate.

Issuer Statement




