1. Disconnect your smartcard/cryptotoken from your PC and re-connect it.

2. Click the left mouse button on your Start Menu to display the list of programs on your PC.
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3. Click the left mouse button on the drop-down for ActivID ActivClient in the list.
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4. Then, click the left mouse button on ActivClient User Console. NEVER CLICK ON PIN INITIALIZATION TOOL!!!!
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5. You will get the following screen. You may or may not be prompted for your PIN Code. If prompted for the PIN Code, type it in and click
the ‘OK’ Button.

g _&

eBin Email_

-~ I

Adobe  ENCert Pie...

Other Things

File Edit View Tools Help

« % Tasks View
; = A .
My Certificates Tasks " "
# View My Certificates

Smart Card My
[ Import a certificate... Info Certificates
Files to be

Scanned

v x|

A
Connect  Michelle W...

ActivClient Login

ActivIiD”
ActivClient®

Please enter your PIN.

PIN [ [eeeee]

Help Tasks

(@) Get help on using this software
[ Ready

Technical information about this smart card

|NUM]|scRL

Purcha:
Orde

O Type here to search M weico.. [ PKiSolu..

» 438PM
WH lssunc.. @) Firefox 0% @ &g inbox-.. T Chatl.. [ Form1 & UserCo.. Desktop offa. ~A@DW o0 B



6. Click the ‘Close’ Button on ActivClient — Display Smart Card Unlock Code. If you were NOT prompted for the PIN Code in the previous
step, then just jump to the next step.

g _&

eBin Email_ Other Things

-~ I

Adobe  ENCert Pie...

it
File Edit View Tools Help
€ % Tasks View v x|
. @
My Certificates Tasks " "

# View My Certificates Smart Card M
[ Import a certificate... Info Certificates

Files to be BB ActivClient - Display Smart Card Unlock Code

Connect  Michelle W...  Scanned

E Your Unlock Code

Here is your unlock code. Write it down and store itin a
safe place.

In the future, if you enter too many incorrect PIN's, your
card will lock. In this case, you will need this unlock code to
use your card again.

Unlock Code: | 14FD-63BF-CEEC-8C15

[INever display the Unlock Code again

Help Tasks
(@) Get help on using this software

g Ready Technical information about this smart card INUM||SCRL

Purcha:
Orde

) - o " o 441PM
O Type here to search D weico.. [l PKiSolu... -~ r@ € M vdsunc. i o5 @ Qo & T Chatl. [l Form1 & AcivCii offa. A @LD) 0.0 B




7. Click the left mouse button on ‘View My Certificates’ in the left-hand pane of the ActivClient User Console Screen.
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8. You should see two NEW Certificates within the ‘My Certificates’ Folder in the right-hand pane.
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9. Click the right mouse button on the certificate with the green checkmark superimposed on the icon above it and click ‘View this

certificate.’
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10. Your identity certificate should open in a new screen.

p  Certificate

General Detalls Certification Path

g Certificate Information

* Proves your identity to a remote computer
* Protects e-mail messages
« 2,16.840.1,101.3. 2. 1. 12,
» Smart Card Logon|

This certificate is intended for the following purpose(s):

Issued to: Doe,John,V.II1.ORC3020000021.10
Issued by: ['l."'.l'ileF'I:lil'lt ECA & Dev ]1_\

Valid from [4; 10/2022 to 4;9;1015]4\

Issuer Statement

If you got an ECA Medium Token Assurance Set of Certificates, then
the last set of digits here will end in a ‘5.’

If you got an ECA Medium Hardware Assurance Set of Certificates,
then the last set of digits here will end in a ‘10.’

|

Your certificate will have your name and your Unique IDentifier
(UID) in front of the ‘ID’ Designator.

Your certificate will say Issued by WidePoint ECA 8 and NOT
WidePoint ECA 8 Dev!

| Your certificate will have your validity dates.




11. Now check the encryption certificate on your smartcard/cryptotoken. You can click the ‘OK’ Button on the previous screen. Then, click

the right mouse button on the other NEW Certificate and select ‘View this certificate.’
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12. Your encryption certificate should open in a new screen.

a  Certificate

General Details Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose(s):

* Protects e-mail messages
¢ 2 16.840.1.101.3.2.1.12.

The last set of digits will be a 4 regardless of which level of ECA
Certificate you are getting.

Issued to: [Doe.;lchn.v. I11. ORCSD?_UUDODZQ.Encwpt

'|?" You have a private key that corresponds to this certificate.

Issued by: [WidePuint ECA 8 Dev]4/‘
valid from [4; 10/2022 to 4;9;2025]4\

Issuer Statement

OK

Your certificate will have your name and your Unique IDentifier
(UID) in front of the ‘.Encrypt’ Designator.

Your certificate will say Issued by WidePoint ECA 8 and NOT
WidePoint ECA 8 Dev!

Your certificate will have your validity dates.




