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External Certificate Authority

Importing (installing) your certificate into Mozilla Firefox from a backup (export) file

This instruction will show you how to install your certificates into Mozilla Firefox from a back-up file.

1. Click the menu button = and then click Options Q.
2. Inthe left hand column, select Privacy & Security

-

j ¥ Options X-\.\\+

& | U Firefon aboutpreferences#privacy ¢ || Q Search

Browser Privacy

Forms & Passwords
v | Remember logins and passwaords for websites
v | Use a master password

History

Firefox will| Remember history i

from websites you visit.
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Firefox will remember your browsing, download, form and search history, and keep cookies
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Exceptions...
Saved Logins...

Change Master Password...

3. Scroll down to the Certificates section and click the View Certificates... button

j/-:ﬂ: Options X \'K+

€ | UFirefox aboutpreferences#privacy c Q Search

v | Block dangerous and deceptive content
Block dangerous downloads

v'| Warn you about unwanted and uncommon software

Certificates
wWhen a server requests y

Select one automatically

onal certificate

® Ask you every time

certificates

Offline Web Content and User Data

v Query OCSP responder servers to confirm the current validity of

View Certificates...
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4. The Certificate Manager box will open. If you’ve never been here before, it will default to the
Authorities tab. Click on the Your Certificates tab. Select your certificate, and then click the Import
button.

Certificate Manager X

People Servers Authorities Others

You have certificates from these organizations that identify you:

Certificate Name | Security Device | Serial Number | Expires On B
View... Backup... Backup All... Delete...
oK
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Importing (installing) your certificate into Mozilla Firefox from a backup (export) file

5. The Certificate File to Import box will open. Navigate to the location of your backup files and select
the file with your Identity certificate and select that file and click the Open button. [You assigned
the file name(s) to the file(s) when you created them, so they are different than what you see here.]

e Certificate File to Import ﬂ
@ * T )« Documnents » Cert Back-up Files v | & Search Cert Back-up Files 2
Organize = Mew folder 4= - E 7]
) Mame . Date modified Type

i Favorites
Bl Desktop
4 Downloads
% | iCloud Photos
=] Recent places
| 1) Certificates PKC

11/8/2017 11:28 AM  Personal Informati...
L2017 11:28 AM  Personal Informati...

E Subscriber_Example ECA EN_Aug2019.p12
Subscriber_Example ECA_ID_Aug2019.p12

#d) Homegroup

1M This PC
g Desktop
“| Documents
4 Downloads
4 Music o = v

File r1Em@}scriber_&cample_ECA_ID_A.u g2019.p12 DKCS'I?_ Files (*.p12;".pfx) v

Open l Cancel

6. Enter the password that is currently assigned to protect the file. [You assigned the password to the
file when you created the file. Only you will know this password.]

Password Required n

9_. Please enter the password that was used to encrypt this certificate backup:
=

QK Cancel
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7. The certificate should install and you will see it in the certificate manager.

Certificate Manager X

Your Certificates People Servers Authorities Others

You have certificates from these organizations that identify you:

a

Certificate Name Security Device Serial Number Expires On

all.5, Government

Manchester.James.K.ORC3010000001.1D Software Security Device 00:F5:B5:1A:86:DA:BD: CE:31:51:62:E5:1... Saturday, August 24, 2019

.
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iew... Backup... Backup All... Import...

OK

Remember that you should always protect your certificate with a password, whether it’s stored in your
browser or saved as a backup copy. If you haven’t already set a master password in Firefox to safeguard
your certificate, take a moment to do it now. Here’s a link to our instructions on how to do that:
https://eca.orc.com/wp-content/uploads/ECA Docs/Firefox Instructions/Set Password Firefox.pdf
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